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Which domain registration policies could be useful in 
the fight against online crime?
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Motivation: Malicious Registrations
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Related Work

Detection and Blacklisting
• Reputation Antonakakis et al. 2010

• Detection Szurdi et al. 2014

• Prediction Hao et al. 2016 

Studies Related to Policies
• Registrar-level intervention Liu et al. 2011 

• Spam economics Chachra et al. 2014 

• Security metrics for TLDs Korczynski et al. 2017 
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Detection depends on registration 
policies and vice versa

Systematic high-level
analysis of multiple policies
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High-level analysis of which policy proposals are 
potentially effective against malicious registrations



Policy Framework

• Effect on the number of malicious registrations
• Effect on the profitability of the illegal activity itself

• Cost to benign registrants
• Sensitive Registrants!

• Effect on the income of ICANN, registries, and registrars
• And how they are motivated to adopt

• Effectiveness of policy depending on the rate of adoption
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Policy 1: Anti-squatting

• Lexically distinctive features

• Remove known squatting domains

• Harden new squatting registrations
• What the purpose of the domain name will be?

• Stricter identity verification

• Security Deposit

• Monitor these domains

• Minimal effect on benign registrants
• Low false positive rate classifiers exist

• Useful even if only one registry adopts it
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Policy 2: Incentivizing Registries and Registrars

• Increase fee for registries and registrars with high abuse ratio

• Decrease fee for low abuse ratio

• Only affects bad registrars and malicious registrants

• DNSSEC example: registrars get discount if domains are signed
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Policy 3: Anti-bulk Registration

• Malicious registrants need a lot of domain names

• Most benign registrants do not need a lot of domains, except
• Speculative registrations

• Defensive registrations

• Hosting providers/website developers

• Currently bulk registration is rewarded
• Instead we want to penalize it

• Increasing pricing per domain owned

• Stricter identity verification against Sybil attacks
• Unusual combination of document + correct validation
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A Game Theoretic Model
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Utility Functions
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Registry utility = registration fees
−𝝆 ∗ cost of online crime

𝑹𝒆𝒈𝒊𝒔𝒕𝒓𝒂𝒏𝒕 𝒖𝒕𝒊𝒍𝒊𝒕𝒚 = 𝒗𝒂𝒍𝒖𝒆 𝒐𝒇 𝒅𝒐𝒎𝒂𝒊𝒏𝒔
− 𝒓𝒆𝒈𝒊𝒔𝒕𝒓𝒂𝒕𝒊𝒐𝒏 𝒇𝒆𝒆𝒔
− 𝒄𝒐𝒔𝒕 𝒐𝒇 𝒊𝒅. 𝒗𝒆𝒓𝒊𝒇𝒊𝒄𝒂𝒕𝒊𝒐𝒏
− 𝒄𝒐𝒔𝒕 𝒐𝒇 𝒇𝒓𝒂𝒖𝒅𝒖𝒍𝒆𝒏𝒕

𝒊𝒅𝒆𝒏𝒕𝒊𝒕𝒊𝒆𝒔

ρ - how much a registry is affected by online crime



Effects on Typosquatting

16

Typosquatting
Domain Count

𝑃𝑟𝑖𝑐𝑒 = α𝑛β

α: Base price 
n: Number of domains registered
β: Exponential pricing
Θ: Cost of identification
λ: Cost of fraudulent identities
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Typosquatting
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Increasing pricing + identity verification could 
drastically decrease malicious registrations



Effects of Fraudulent Identity Costs
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Effects of Fraudulent Identity Costs
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The utility of the most successful criminals
is not affected significantly



Game Summary

• Policy: exponential pricing + strict identity verification

• Most malicious registrations could become economically non-viable

• Synergy between detection and registration policies is important
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Conclusions

• Developed a framework to analyze policies

• Found three promising policies

• Policies + detection -> drastically decreased malicious registrations
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