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 corona-masr21[.]com

corona-
masr*.com

 URL hxxp[:]//corona-masr21[.]com/boa/bankofamerica/login.php

http[:]//corona-masr21[.]com/apple-online
hxxps[:]//corona-masr3[.]com

/CAZANOVA%20TRUE%20LOGIN%20SMART%202019/
corona-virusus[.]com
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Studying How Cybercriminals Prey on the COVID-19 Pandemic https://unit42.paloaltonetworks.com/how-cybercriminals-prey-on-the-co...

9 of 28 9/30/2022, 9:35 PM



Covid-Locator.exe

hxxp://localhost:14109
hxxp://45.142.212[.]126:6677/IRemotePanel

hxxp://tempuri[.]org/IRemotePanel
/SendClientInfo tempuri[.]org

tempuri[.]org

cmd.exe" /C taskkill /F /PID <RedLine Stealer PID> && choice /C Y /N /D
Y /T 3 & Del “”
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cmd.exe

Y
choice

Y
/T

choice

corona-map-data[.]com/bin
/regsrtjser346.exe

Corona-
virusapps[.]com Corona-
virusapps[.]com/s<1-3>/CoronaVirus-apps.apk

coronaviruscovid19-information[.]com/it
/corona.apk coronaviruscovid19-information[.]com/en/corona.apk
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covidpreventandcure[.]com

5.181.156[.]14
hxxp://5.181.156[.]14/fakeurl.htm

covidpreventandcure[.]com

covidwhereandhow[.]xyz

coronavirusstatus.space
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allsurgicalfacemask[.]com

allsurgicalfacemask[.]com
surgicalfacemaskpharmacyonline[.]com
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selectsanitizer[.]com

selectsanitizer[.]com
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www.sunrisepromos[.]com/promotional-personal-care-accessories
/personalized-hand-sanitizer.html

send

/js/index.php
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survivecoronavirus[.]org

coronavirussecrets[.]com pandemic-survival-coronavirus[.]com
buygoods[.]com
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covid19center[.]online

coronavirusaware[.]xyz covid19center[.]online

whatsapp[.]version[.]gratis
whatsapp[.]cc0[.]co) internet-covid19.xyz.

UA-108418953-1
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anticovid19-pharmacy[.]com

covid19-remedy[.]com
rxcovid[.]com anticovid19-pharmacy[.]com
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coronavirus-latest-update[.]info

coronavirus-latest-update[.]info

sharkroulette[.]com

sharkroulette[.]com
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coronavirus2day[.]com

http[:]//cdn[.]dsultra[.]com/js/registrar.js

dL

hashtag.sslproviders[.]net
bL

parent.top.window.location.href
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iplogger[.]org

coronavirusinrealtime[.]com

coronamasksupply[.]com coronavirusinrealtime[.]com

coronashirts[.]store
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